KPACHOSIPCKUM KPAM
IIYIHEHCKHUI PAUOH
AJIMHUHHUCTPALUSI KABAHIIEBCKOI'O CEJIBCOBETA

ITOCTAHOBJIEHUE

ot «01» anpess 2025 roga Ne 39
c¢. Kazanneso

06 yTBepxxaeHun Mozenu yrpo3
0€30I1aCHOCTH MIEPCOHATIBHBIX JAaHHBIX
npu uX 00paboTke B MHYOPMAITHOHHBIX
CUCTEMAX NEPCOHAIBHBIX JaHHBIX
agMuHUCcTpaunu KasaHuesBckoro
cesbcoBeTa

B cootBerctBUUN ¢ PenepanbHbM 3ak0HOM OT 27.07.2006 Ne 152-®3 «O nepcoHanbHBIX
JaHHBIX», moctaHoBieHueM [IpaButensctBa Poccuiickoit @enepannu ot 01.11.2012 Ne 1119 «O06
YTBEP)KIACHUH TpeOOBaHMI K 3alllUTe MEPCOHAIBHBIX JaHHBIX MpH HUX 00paboTke B
WHQOPMAIIMOHHBIX ~ CHCTEMax  IEPCOHAIBHBIX  JIAHHBIX», PYKOBOJCTBYSCh Y CTaBOM
KazanmeBckoro ceinbcoBera,

ITOCTAHOBJIAIO:

1. YTBepauts Monens yrpo3 6e30MmacHOCTH MePCOHANBHBIX JAHHBIX MPH UX 00paboTKe B
WH()OPMAIIMOHHBIX CHUCTEMax IMEPCOHAJIBHBIX JAaHHBIX aaMuHucTparuu KazaHieBckoro
CEJIbCOBETA, COTJIACHO MPUIIOKEHHUIO.

2. KOHTpOJIb 32 UCTIOJTHEHUEM HACTOSIETO MOCTAHOBJICHUS OCTABIISIO 38 COOOM.

3. Hacrosimiee moctaHoBieHHE BCTyMaeT B CHIIy B JI€Hb, CIEIYIONIMHA 3a JHEM €ro
0pHUIIMATBEHOTO OMYOIMKOBAHUS B MECTHOM MEPUOANYECKOM M3JaHUU «BecTHUK cenay.

I'maBa
Kazannesckoro cenbpcoBeTa C.A. MsacHukoB



[Tpunoxenune Ne 1
K IMOCTAaHOBJICHHUIO aIMUHUCTpAIUN

Kazanuesckoro cenpcoBera
ot 01.04.2025 Ne 39

MOJAEJIb YI'PO3 BE3OITACHOCTHU ITEPCOHAJIbHBIX TAHHBIX ITP1 X
OBPABOTKE B THOOPMAILIMOHHBIX CUCTEMAX ITEPCOHAJIBHBIX JTAHHBIX
AIMUHUCTPALIIMN KASAHIIEBCKOI'O CEJIbCOBETA

Pa3gen I O0mue nmojio:keHust

1. Hacrosimast Mojienb yrpo3 6€30macHOCTH MEPCOHATBHBIX JAHHBIX MIPH UX 00paboTKe B
WH(MOPMALIMOHHBIX  CHCTEMaxX IMEPCOHANBHBIX JIaHHBIX aJAMHHHCTpanuu KazaHIeBCKOTro
cenbcoBeTa (nmanee - Mopens yrpo3) COAEPKHUT CHCTEMaTHU3UPOBAHHBIN TepedeHb YIrpo3
0€30IIaCHOCTH TEPCOHATBHBIX JAHHBIX MpH HUX 00paboTke B HMH(POPMAIMOHHBIX CHCTEMAax
MEPCOHAIBHBIX JTAHHBIX.

Yrpo3pl  0€30IIaCHOCTM  NEPCOHAIBHBIX  JaHHBIX MOTYT OBITh  OOYCIIOBJIEHBI
MpeIHAMEPEHHBIMI WM HEMpeIHAMEPEHHBIMH JACUCTBUAMU (PU3UYECKHUX JIHI], IEHCTBUSMU
3apyOeXHBIX CIELCIYKO WM opraHu3alui (B TOM 4YHCIIE TEPPOPUCTUUYECKUX), a TaKKe
KPUMUHAIBHBIX TPYNIUPOBOK, CO3JAIOIIUX YCIOBUS (IPENNOCBHUIKH) MJIi HapylIIeHUs
0€30MacCHOCTH NEPCOHANBHBIX JaHHBIX, KOTOPOE BEJET K YUIEpOY KU3HEHHO BaXKHBIX HHTEPECOB
JUYHOCTH, OOIIIECTBA U TOCYAapCTBA.

Mopnenb yrpo3 coaepKUT UCXOJHbIE JaHHBIE IO YIrpo3aM O€30MacHOCTH MEPCOHATbHBIX
JMaHHBIX, oOOpabaThiBaéMbIX B HWH(MOPMALMOHHBIX CHCTEMax MEPCOHAIBHBIX  JIaHHBIX
agmunuctpanuu Kazanunesckoro cenbcopera (qanee - UCII/IH), cBsI3aHHBIM:

- C IepexBaToM (CheMOM) MEPCOHANBHBIX JIAHHBIX MO0 TEXHUYECKUM KaHalaM C LEeTbI0 X
KOIIMPOBAHUS WA HEIIPABOMEPHOI'O PACIIPOCTPAHEHMUS;

- C HECAaHKIMOHMPOBAHHBIM, B TOM uucie ciaydaiHeiM, goctynoM B WUCIIH ¢ uenbio
W3MEHEHUS, KOTHMPOBAHUS, HEMPABOMEPHOTO PACHPOCTPAHEHUs TEPCOHATBHBIX JaHHBIX WU
JIECTPYKTUBHBIX Bo3zeiicTBuii Ha sneMeHThl MCII/IH u oO6pabaThiBaeMbIX B HUX MEPCOHATBHBIX
JAHHBIX C MCIOJb30BAaHUEM MPOTPAMMHBIX M IPOrpaMMHO-AINapaTHBIX CPEACTB C LEJbIO
YHUYTOXKEHUS WIH OJIOKUPOBAHHUS IEPCOHATBHBIX TaHHBIX.

2. Hacrosmas Mogenb yrpo3 pa3paboTaHa B COOTBETCTBHH C:

- ®enepanbHbiM 3akoHOM OT 27.07.2006 No 152-®3 «O mnepcOHAIBbHBIX JAHHBIX»;
noctaHoBienrem I[lpaBurensctBa Poccuiickoit ®eneparuu ot 01.11.2012 Ne 1119 «O6
YTBEP)KIACHUH TpeOOBaHMI K 3allUTe TMEPCOHANBHBIX JaHHBIX TMpH UX 00paboTke B
WH()OPMAIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTAHHBIX);

- 06a30BOi MOZEBIO YIpo3 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX MPU UX 00paboOTKe B
MH(OPMaLIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX, YTBEPKACHHON DenepabHOM cy>K00H 1o
TEXHUUYECKOMY U IKCIIOPTHOMY KOHTpoJro 15.02.2008;

- METOAMKOM onpesieNIeHus aKTyallbHbIX YTP03 0€30I1aCHOCTHU NEPCOHATIBHBIX JAHHBIX PU
ux o00paboTke B MHQPOPMAIIMOHHBIX CHCTEMax IMEePCOHAIBHBIX JaHHBIX, YTBEPKIACHHON
®denepanbHOMN CITYKOOM M0 TEXHUYECKOMY U AKCTIOPTHOMY KoHTpouro 15.02.2008.

3. C npumenenneM Mojienu yrpo3 pelaroTcs CIeIyIOINE 3aJauHu:

1) pa3paboTka 4dYacTHBIX MoOjeNeld yrpo3 OE30MacCHOCTH TEePCOHAIBHBIX JIaHHBIX
BKOHKpeTHBIX VICII/IH ¢ ydyeToM X Ha3HAYEeHHUS, YCIOBHI U 0COOCHHOCTEH (DyHKIIMOHUPOBAHUS;

2) ananm3 3amumerHoctd MCIT/IH oT yrpo3 6e30macHOCTH IEPCOHATBHBIX IAHHBIX B XOJIE
OpTaHMU3aIH U BBHITIOTHEHHS padoT 1o obecredeHnio 0€30MacHOCTH EPCOHANBHBIX JaHHbIX;

3) paspaboTka CHCTEMBI 3allUThl TMEPCOHAIBHBIX JAaHHBIX, OOECIEYNBAOIICH
HEUTpaIu3aIuio MPEANONIaraéMbpIX yrpo3 C HCHOJIb30BaHHEM METOJIOB W CIIOCOOOB 3allUThHI
MEPCOHAIBHBIX JaHHBIX, IPEyCMOTPEHHBIX ISl cooTBeTCTBYIOoMIero kinacca UCII/Ix;



4) MpOBEICHUE MEpPOIPUATHIH, HaIpaBJIEHHBIX Ha MIpeIOTBpALICHHE
HECAHKIMOHUPOBAHHOTO JOCTYIA K TMEPCOHATBHBIM JAHHBIM M (WIIM) Mepeladdl UX JTUlaMm, He
MMEIOLIUM IpaBa A0CTYIa K Takoi nHGopMaIuy;

5) HenonyeHue Bo3aelcTBus Ha Texuuueckue cpeacrsa MCII /{1, B pe3ynbraTte KOTOpOro
MO3KET OBITh HApyIIEHO UX (PYHKIIMOHUPOBAHUE;

6) KOHTPOJIb 0OECTIeUeHHsI YPOBHSI 3aIIUIIIEHHOCTH MEPCOHATBHBIX JAHHBIX.

4. B Hactosimieit Mogenu yrpo3 UCroJib3y0TCsl CIEAYIOIIUE TOHATHS:

1) 6e30macHOCTH MEPCOHAIBHBIX JAHHBIX - COCTOSIHUE 3alMIICHHOCTH TEPCOHATBHBIX
JaHHBIX, XapaKTepU3yeMoe CIIOCOOHOCThIO IOJIb30BaTEeH, TEXHUYECKHX CpPEACTB U
UH(OPMALIMOHHBIX TEXHOJIOTUI 00ecieynTh KOH(PHUICHIIMATBHOCTb, LIETOCTHOCTD U JJOCTYITHOCTh
MEPCOHAIBHBIX JaHHBIX MPU UX 00paboTKe B MHPOPMAIMOHHBIX CHCTEMAax MEePCOHAIBHBIX
JTAHHBIX;

2) OJOKMpOBaHHE TWEPCOHAJBLHBIX JAHHBIX - BpPEMEHHOE MpeKpaiieHue coopa,
CUCTEMAaTH3alH, HAKOIIJIEHUS, UCII0Ib30BaHMs, PACIIPOCTPAaHEHNUs IEPCOHATIbHBIX JAHHBIX, B TOM
YHClIe UX Nepe1ay;

3) BpeaoHOCHasi MporpaMma - Nporpamma, IMpeIHa3HA4YCHHAs Ui OCYILECTBICHUS
HECaHKIIMOHUPOBAHHOTO JOCTYyMa U (WJIK) BO3ACHCTBUS HA MIEPCOHATIbHBIC JaHHBIC WIIH PECYPCHI
MH(OPMaLIMOHHON CUCTEMBI IEPCOHATIBHBIX JAHHBIX;

4) BcioMoraTeJibHble TEXHHYECKHE CPeICTBAa U CUCTEMbI - TEXHHUYCCKHE CPEICTBA U
CUCTEMBI, HE IIpeIHa3HaYEHHbIE ISl Iepeaun, 00pabOTKU M XpaHEHHs IEPCOHANIbHBIX JTaHHBIX,
YCTaHABIMBAaEMbIE€ COBMECTHO C TEXHHYECKHMMH CPEJICTBAMHU M CUCTEMaMH, MpelHa3HaYCHHBIMU
Ui 00pabOTKM TEpPCOHANBHBIX JaHHBIX, WJIA B TIOMEIIEHHUSIX, B KOTOPBIX YCTAHOBJICHBI
MH(OPMAaLMOHHBIE CUCTEMBI IEPCOHATBHBIX JTAHHBIX;

5) mocTynm B ONepaniMOHHYI) Cpely KOMIbITepa (MH(POPMALMMOHHOW CHCTEMBbI
NMEePCOHAJBHBIX [JaHHBIX) - TOJYYEHHE BO3MOXXHOCTH 3allyCKa Ha BBINOJHEHHUE IITATHBIX
KOMaHJ, (yHKOMHA, Tpoumeayp ONEepaloHHONH CHCTeMBbl (YHHYTOXKEHHUS, KOIUPOBAHHMS,
nepeMenIeHHs U T.11.), UCTIOTHSAEMBIX (aillIoB MPUKIIATHBIX IPOTPaMM;

6) mocTyn Kk mH(pOPMAIMH - BO3MOXKHOCTb IOJTyYCHHUSI HHPOPMAIIMH U €€ UCTIOIb30BaHNUS;

7) 3amumaemas uHgopmauus - HHOOPMAITHS, SBIIAIOIIAACS PEAMETOM COOCTBEHHOCTH
U TIOJyIeXkKallas 3alUuTe B COOTBETCTBUU C TPeOOBAaHUSIMU MPABOBBIX aKTOB MM TPEOOBAaHUSMU,
YCTaHaBIMBAaEMbIMH COOCTBEHHHKOM MH()OPMAIINK;

8) wuHpoOpMATHBHBIA CHIHAJX -  DJICKTPHUYECKHE  CHTHAJBI, aKyCTHUYECKHE,
3JIEKTPOMAarHUTHBIE U ApYTHe PU3NUECKUe MoJIs, 0 MapaMeTpaM KOTOPBIX MOXKET OBITh PacKphITa
KoHpuaeHIManbHas ~ uwHopmainusa  (MepcoHaNbHBIE  JaHHBIE),  OOpabaThiBaeMas B
MH(POPMALIMOHHOM CUCTEME TIEPCOHANIBHBIX IaHHBIX;

9) uHdopMANMOHHAS CHCTEMAa MEPCOHAIbHBIX JAHHBIX - 3TO0 HMHPOPMAIMOHHAS
cucTeMa, Mpe/CTaBIsIoIIas COO0H COBOKYITHOCTh IEPCOHATIBHBIX JAHHBIX, COJEpKAIUXCs B Oa3e
JaHHBIX, a TaKkKe HH(OPMALMOHHBIX TEXHOJOTMM M TEXHUYECKHX CPEICTB, IMO3BOJISIFOIIMX
OCYILECTBIISATh OOpPa0OTKY TaKUX MEPCOHAJBHBIX JaHHBIX C HCIOJb30BAHUEM CPEJICTB
aBTOMAaTH3alMK WU 0€3 NCIOJIb30BaHUs TaKUX CPE/ICTB;

10) undopManHOHHbIEe TEXHOJOIHHM - MPOIIECCHI, METOMbI TOKMCKA, COOpa, XpaHEHHS,
00paboTKH, MpeoCTaBICHUS, PACIPOCTPAaHEHHSI HH(OPMALIUU U CITOCOOBI OCYIIECTBICHHS TAKUX
IIPOLIECCOB U METOJIOB;

11) ucTOYHMK Yrpo3bl 6€30NMACHOCTH HH(POPMAIMH - CYOBEKT TOCTYIA, MaTEPUATTBHBIH
00BEKT WM (U3UYECKOE SIBIICHHE, SBIAIOIIMECS NPUYMHON BO3HHUKHOBEHHSI YIpO3bI
0e30macHOCTH UH(pOpMALIHH;

12) koHTposMpyeMass 30HAa - OTO TIPOCTPAHCTBO, B KOTOPOM HCKIIFOYECHO
HEKOHTPOJIUPYEMOE TpeObIBaHUE COTPYAHHKOB ONEPaTopa, HHBIX JHI U TOCTOPOHHHUX
TPAHCHOPTHBIX, TEXHUYECKUX U MHBIX MAaTEPUAIbHBIX CPEJICTB;

13) KOH(PUIAEHINAIBLHOCTH MEPCOHATBHBIX TAHHBIX - 00s3aTeIbHOE TSI COOITIOICHUS
OIIEepaTOPOM HJIM MHBIM MOJYYHUBLIMM JOCTYI K MEPCOHAIBHBIM JIaHHBIM JIMIIOM TpeOOBaHUE HE
JIOTTYCKaTh UX pacHpoCTpaHeHus: 0e3 coriacus CyObeKTa MEepCOHANbHBIX JTAaHHBIX WM HaJU4uus



MHOT'0 3aKOHHOI'O OCHOBaHUS;

14) napymuresib 6€30MaCHOCTH MEPCOHAIBHBIX IaHHBIX - QU3NYECKOE JIUII0, CITyYAIHHO
WINA IIpeHAaMEPEeHHO COBEpLIarollee IEWCTBUS, CIEACTBUEM KOTODPBIX SBISAETCS HapylleHUe
0€30IIaCHOCTH TEPCOHAJBHBIX JAHHBIX NPH HX 0OpabOTKE TEXHUYECKHMMH CpPEICTBaMHU B
MH(POPMALIMOHHBIX CUCTEMAaX MEPCOHANIBHBIX TaHHbIX;

15) HecaHKIMOHMPOBAHHBIN T0CTYN (HECAHKIIHMOHUPOBAHHbIE I€fiCTBHUSA) - JOCTYII K
UH(pOPMALIUU WIN ASUCTBUS ¢ HH(OpMAIMEH, OCYLIECTBISIEMbIE C HAPYIIEHUEM YCTaHOBJIEHHBIX
npaB U (WIM) IPaBUI JOCTyNa K MHPOPMALUU WU JEHCTBHHA ¢ HE ¢ MPUMEHEHUEM IITATHBIX
CpeACTB  MH()OPMALMOHHOW  CHUCTEMbl WM  CpPEACTB, AHAJIOTMYHBIX WM  IIOCBOUM
(GYHKIMOHATBHOMY MPEHA3HAYCHHUIO U TEXHHUECKUM XapaKTEePUCTHKAM;

16) HocuTes b HHPOPMALHH - GHU3UIECKOE JIUIO WITH MATCPUATbHBIH 00BEKT, B TOM YHCIIC
¢du3nveckoe nojie, B KOTOpoM HHPOPMALIKs HAXOAUT CBOE OTPaKEHHE B BUE CHMBOJIOB, 00Pa30B,
CUTHAJIOB, TEXHUYECKUX PEIIEHUH U MPOLECCOB, KOJUYECTBEHHBIX XapAKTEPUCTUK (PU3NIECKUX
BEJIMYHH;

17) mnepexBar muHGOPMAIMM - HENPABOMEPHOE IOJNy4eHHE HHPOpPMALUU C
UCTIOJIb30BAHUEM TEXHHYECKOTO CpEACTBA, OCYMIECTBISIONIETO OOHAapy)XeHue, IpHeM U
00paboTKy HHPOPMATUBHBIX CUTHAJIOB;

18) moGouHbIe 3JeKTPOMATHHTHbIE HM3JIYyYEeHHS] M HABOAKH - 3JICKTPOMArHUTHBIC
U3IY4YEeHUsl TEXHUYECKUX CPEICTB 0OpabOTKH 3aiuuiiaeMoi MH(pOpMalMy, BO3HUKAIOIIUE Kak
no0OYHOE SIBJICHHE W BBI3BAHHBIC OJJCKTPUYECKMMHU CUTHAJIAMH, MACUCTBYIOIIMMH B HX
JIEKTPUUECKUX U MAarHUTHBIX LIEMAX, a TAKXKE 3JIEKTPOMAarHUTHbIE HABOJKU ATUX CUTHAJIOB Ha
TOKOIIPOBOJISAIINE JINHUH, KOHCTPYKIIUU ¥ eI MUTAHUS;

19) mnoab3oBaTenb MHGOPMAIMOHHONH CHCTEMBbI NEPCOHAJIbHBIX AAHHBIX - JIHIIO,
ydacTByloliee B (yHKIMOHUPOBAHNH MH()OPMAIIMOHHON CHCTEMBI MEPCOHATBHBIX TAHHBIX WIIH
UCIIOJb3YIOLIee Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHHUS;

20) NporpaMMHoe (mporpaMMHO-MaTeMaTHYEeCKOe) BO3/elicTBHE -
HECAaHKIIMOHMPOBAHHOE BO3JEHCTBME Ha pecypchl aBTOMATHU3MPOBAHHON HH(OPMAIMOHHON
CHCTEMBI, OCYIIECTBIISIEMOE C HCIIOIB30BAHUEM BPEIOHOCHBIX MPOTPaAMM;

21) cpeacrBa BBIYHMCJIUTEIBbHON TEXHHKH - COBOKYIHOCTh IIPOIPAMMHBIX H
TEXHUYECKUX DJIEMEHTOB CHCTEM OOpabOTKH JIaHHBIX, CHOCOOHBIX (DYHKIIMOHUPOBATH
CaMOCTOSITENIEHO WJIM B COCTaBe JPYTUX CUCTEM;

22) TexHH4YeCKHEe CpelcTBAa HH(OPMANMOHHOI CHUCTEMbI NMEPCOHAIBHBIX TAHHBIX -
CpeACTBa BBIYMCIUTEIHON TEXHUKH, HHPOPMALIMOHHO - BBIYUCIUTENbHbIE KOMIUIEKCHI U CETH,
CpEeICTBAa M CHUCTEMBI Iepelrauyd, npuemMa U 0O0pabOTKU MEepPCOHAIbHBIX JTAHHBIX (CpencTBa U
CHUCTEMBl  3BYKO3aIlUCH, 3BYKOYCWJICHMS, 3BYKOBOCIIPDOM3BEICHHS, IEPEroBOpHBIE U
TEJIEBU3MOHHBIE YCTPONCTBA, CPEICTBA M3TOTOBJICHUS, TUPAKUPOBAHUS TOKYMEHTOB H JPYTHE
TEXHUYECKHUE CpeJCTBa 0OpabOTKM peueBoi, rpaduyeckoil, Buaeo- U OyKBEHHO - LU(POBOi
uH(popMalnn), IporpaMMHBIE Cpe/ICTBa (ONEPALIMOHHBIE CUCTEMBI, CHCTEMBI yIIpaBIeHUs 0azaMu
JAHHBIX U T.I1.), CPEJICTBA 3aIUTHl HH(POpMaIuH;

23) TeXHHYECKU KAHAJ YTeYKH HH(OPMAIIMY - COBOKYITHOCTh HOCUTEIISI HHPOPMAIHN
(cpenctBa 00pabOTKM), (U3NYECKOH Cpebl paclpocTpaHeHHs MHPOPMATUBHOIO CHUTHAla M
CPE/CTB, KOTOPBIMH JI0OBIBACTCS 3amnuiaemMasi nHpopMmaus;

24) yrpo3nl 0€30NMACHOCTH IEPCOHAJBbHBIX JAAHHBIX - COBOKYIHOCTh YCIIOBUH H
(baxTOpOB, CO3AAONINX OMACHOCTh HECAHKIIMOHNPOBAHHOTO, B TOM YHCJIE CIIy9aifHOTO, TOCTYTIA K
NEPCOHANBHBIM JIaHHBIM, PE3yJIbTaTOM KOTOPOrO MOXET CTaTh YHUYTOXKEHHE, HW3MEHEHHeE,
OJIOKMpOBaHME, KOMMPOBAHHME, PACIPOCTPAHEHHWE NEPCOHAIBHBIX JaHHBIX, a TaKKe HWHBIX
HECAaHKIIMOHMPOBAHHBIX JIEUCTBHM Mpu HuX 00paboTke B HMH(OPMAIMOHHOM CcHCTEMeE
NEPCOHATBHBIX JaHHBIX;

25) yHHMUTO)KeHHe TEepPCOHAJTbHBIX JAHHBIX - JICHCTBUS, B pe3yJbTaTe KOTOPBIX
HEBO3MO)XHO BOCCTAaHOBUTH COJIEp)KaHHE MEPCOHATBHBIX JAHHBIX B MH(QOPMAIMOHHOW CHCTEME
NEPCOHANBHBIX JIaHHBIX WM B pe3yJbTaTe KOTOPBIX YHHUUTOXAIOTCS MaTepHajbHbIE HOCHUTENIN
NEPCOHATBHBIX JaHHBIX;



26) yreuka (3amMmIaemMoii) HHEPOPMAIMH 1O TEXHHYECKHM KaHajJaM -
HEKOHTPOJIUPYEMOE PACIpPOCTpaHeHHEe WH(OPMALUUA OT HOCUTEINS 3allyIaeMoi MHGOpMaIuu
yepe3 (QHU3UYECKYI0 Cpeny /0 TEXHHYECKOTO CPElICTBA, OCYIIECTBIISIONIETO MEepexBar
uHpOpMaLnu;

27) ysI3BHUMOCTb WH(OPMAIMOHHOW CHCTEMbI MEPCOHAIBbHBIX TAHHBIX - HEJI0CTATOK
Wi cnaboe MecTo B CHCTEMHOM WJIM MPUKIIAJHOM HPOTPAaMMHOM (IIPOrPaMMHO-ANIapaTHOM)
00eCIIeYeHN aBTOMATU3MPOBAHHOW WH(POPMALMOHHOW CHCTEMBI, KOTOpPBIE MOTYT OBITh
UCTIOJIB30BaHBI JJISl pEeAIM3aliU YIpo3bl 0€301aCHOCTH IEPCOHANBHBIX IaHHBIM;

28) me10cTHOCTH HHPOPMALMM - COCTOSIHUE MH(OpPMAIIUH, ITPU KOTOPOM OTCYTCTBYET
ar000e ee M3MeHeHHe MO0 M3MEHEHHE OCYIIECTBISETCS TOJIBKO NPEIHAMEPEHHO CyOBeKTaMH,
UMCIOIIIMMU Ha HETO IMPaBo.

Pazgea I Knaccupukauusi 1 MCXOAHbIA YPOBEHb 3aIIUIEHHOCTH HH(OPMAIIHOHHBIX
CHCTEM MEePCOHAIBHBIX JaHHBIX aAMuHNcTPanun KazanueBckoro cejibcoBera

5. CocraB ¥ cojaepxaHue yrpo3 0e30macHOCTH MEPCOHAIBHBIX JAHHBIX OIMpeaesseTcs
COBOKYIHOCTbBIO YCIIOBHH U ()aKTOPOB, CO3JIAIOIIUX ONACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM
YHCJIE CIIy4ailHOT0, I0CTYIIA K IEPCOHAIbHBIM JIaHHBIM.

CoOBOKYIHOCTh TaKMX YCJIOBUH M (DakTOpoB (GOPMHUPYETCS C y4ETOM XapaKTepUCTHK
WCIIH, cBoiicTB cpeasl (MyTH) pacrnpocTpaHeHHS WH(OPMATHBHBIX CHUTHAJIOB, COAEPIKAIIMX
3alMIaeMy0 HH(POPMALUIO, U BO3MOXKHOCTEH HCTOYHUKOB YIPO3BI.

6. B 3aBucuMocTH OT uened M coiepxaHus OOpaOOTKM NEPCOHAIBHBIX JIAHHBIX
ocyiecTBisieTcst ux oopadorka B UCII/IH pa3nuyHbIX THIIOB.

7. UCIIJH 00bequHsIOT 0000IIEeHHBIE XapaKTePUCTUKH:

- no crpykrype MUCII/IH: nokanbHble MH(OOPMAMOHHBIE CUCTEMBl M pacIpeeieHHbIe
MH(OPMaLIMOHHbIE CUCTEMBI;

- [0 HAJIWYMIO TMOAKIIOYEHHH K CETSAM CBSA3M OOLIEro IOJIb30BaHUS M (WIM) CEeTIM
MEXKIYHAPOJAHOTO WH(POPMAIMOHHOTO 0OMEHA: CUCTEMBI, HMEIOIIIE TOJKITFOUEHHS, U CUCTEMBI,
HE MMEIOIINE MTOAKIIOUEHUN;

- [0 pexuMy OOpabOTKM MEpPCOHANbHBIX JaHHBIX B HMHQOPMAIIMOHHOW cucTeMe
MH(POPMALIMOHHBIE CUCTEMBI: MHOTOIIOJIb30BATEIbCKUE;

- 110 pa3TpaHUuYEHUIO MpaB JIOCTyIa I0JIb30BATENEH: CUCTEMBI C pa3rpaHUUEHUEM IpaB
JO0CTyTIA.

Bce rexnuueckue cpeacra UCIIIn HaxoasTcs B ipeaenax Poccuiickoit denepanuu.

8. B 3aBHUCMMOCTH OT TEXHOJOIHMH, COCTaBa M XapaKTEPUCTUK TEXHUYECKUX CPEACTB
NUCTIH, a Takke OMacHOCTH peaju3allii yrpo3 Oe30MaCHOCTH NEPCOHATBHBIX JaHHBIX U
HACTYIUICHUS MOCJIEICTBUN B PE3YJIbTaTE HECAHKIIMOHUPOBAHHOIO MIIM CIYy4YailHOrO JOCTyIa BCE
NCTIIx moxHo kinaccupuumpoBats kak cienyrouue tunst UCI/Ix:

- nokanbHble UCIT/IH, He nMerole NOKII0UeHHE K CETSM CBSI3U 00IIEero MoIb30BaHUs U
(unm) ceTsaM MeXIyHapOAHOTO HH(OPMALlMOHHOTO OOMEHa;

- pacnpeaenennble MCIIJIH, He uMmeromue MNOAKIIOUYEHUE K CETSIM CBSI3U OOLIEero
M0JIb30BAHUSA U (MJIM) CETAM MEXIyHapOAHOr0 HHPOPMAIMOHHOTO OOMEHa.

9. Ucxonnsiii yposens 3anuiieHHoct VCIIJIH ompeneneH kak cpeaHui, Tak Kak HE
menee 70% xapakrepuctuk UCIIJIH cOOTBETCTBYIOT yPOBHIO HE HIKE «CPEITHHIN.

ITokazarenn ucxognoi 3ammmeHHoctu HCII[H onpenenensl B Ilpunoxennn 1 x
HacTode Moaenu yrpos.

Paspnen III Kiaaccupukanmus axkTyadbHBIX Yrpo3 0€30MacHOCTH NEPCOHAJIBHBIX
JAAHHBIX

10. BO3MOXHOCTHM HMCTOYHHUKOB Yrpo3 0€30MacHOCTH TMEPCOHAIBHBIX JaHHBIX
00yCJIOBIIEHBI COBOKYITHOCTBIO CIIOCOOOB HECAHKIIMOHMPOBAHHOTO U (WJIM) CIIy4allHOIO JOCTyIa



K IIEpCOHANIBHBIM JIaHHBIM, B PE3yJIbTaTe KOTOPOTI'O BO3MOKHO HapylIeHHE KOH(DUICHIMAIbHOCTH
(komupoBaHHUE, HEMPABOMEPHOE PACIPOCTPaHEHUE), LIEOCTHOCTH (YHUUTOKEHUE, U3BMEHEHUE) U
JOCTYITHOCTH (OJIOKMPOBaHKE) IEPCOHANIBHBIX TaHHBIX.

VYrpo3a 6e30macHOCTH MEPCOHATBHBIX JAaHHBIX peau3yeTcsi B pe3ylbTare 0O0pa3oBaHUs
KaHaJla peajiu3aliy yrpo3bl 0€30MacHOCTH NEPCOHATBHBIX JaHHBIX MEKIY UCTOYHUKOM YIPO3bI
U HOCUTENIEM (MCTOYHHUKOM) IEPCOHAIbHBIX JAHHBIX, YTO CO3JAET YCJIOBUS ISl HApYLIEHUS
0€30I1aCHOCTH NIEPCOHATIBHBIX JAHHBIX (HECAaHKIIMOHUPOBAHHBINA WM CITy4aiHbIN 10CTYII).

11. ITIpu oOpaboTke mMepcoHaNbHBIX MaHHbIX B JokambHbIX WCII/IH, HEe uMerommx
HNOJKIIOYEHUS] K CeTSAM CBA3M OOLIero INOJb30BaHUA M (WIH) CeTSIM MEXIyHapOIHOIO
UHPOPMALIMOHHOTO O0OMEHa, BO3MOXKHA peanu3alus CIeIyImUX Yrpo3 0e30macHOCTH
NIEPCOHAJIBHBIX JaHHBIX:

1) yrpo3sl yTeuku nH(OpMAIMH [0 TEXHUYECKUM KaHaJlaMm;

2) yrpo3bl HECAaHKLIMOHUPOBAHHOI'O JIOCTYIIA K IEPCOHAIbHBIM JAHHBIM, 00pa0aThIBAEMbIM
Ha aBTOMAaTU3MPOBAHHOM paboveM MecTe.

12. Yrpo3s! yTeuku HH(pOpMALUU 10 TEXHUUECKUM KaHajlaM BKIIIOYAlOT B ceOs:

1) yrpo3sl yTeUKkH aKkyCTHUECKOU (peueBoil) HHpopManuy;

2) yrpo3bl yT€YKH BHI0BOM MH(DOpMaIuy;

3) yrpo3bl yTeuky HHPOPMAIIUHU 10 KaHATy MOOOYHBIX AJIEKTPOMArHUTHBIX M3JIyUYEeHUH H
HaBOJIOK.

13. Bo3HUKHOBEHHE yTPO3 yTEUKH aKyCTUUECKOM (PeueBoil) MH(POPMALINH, COJEPKAIIEHCS
HEIOCPEACTBEHHO B INMPOM3HOCHMMON peun nosb3oBarens VCIIJIH, BO3MOXHO IpU HalIW4uU
(GyHKIHH TOIOCOBOTO BBOJA MepcoHanbHbIX NaHHbIX B UCIIIH nnn GpyHKImMit Bocipon3BeneHus
NEPCOHAIBHBIX JaHHbIX aKycTudeckumu cpeacrsamu MCII/IH.

14. Peanuzauus yrpo3sl YT€UKH BUAOBOM MH(OpPMalMM BO3MOXKHA 3a CYET IPOCMOTpa
UHPOPMALIUU C NOMOILBI0 ONTUYECKUX (ONTHKOIEKTPOHHBIX) CPEJICTB C SKPAHOB JUCILICEB U
JOPYTUX CPEICTB OTOOpPaKEHUS CPEACTB BBIYUCIUTEIBHONW TEXHHUKH, WH(POPMAIMOHHO-
BBIUUCIIUTENbHBIX KOMILJIEKCOB, TEXHHYECKHX CpEICTBa 00paboTKM rpaduyueckoi, BHIEO- U
OykBeHHO-IIM(POBOW HHPOpMauu, Bxoasamux B coctaB MCIT/IH.

15. Yrpo3sl yreuku uHpopMauy o KaHaiy HOOOYHBIX 3JEKTPOMATrHUTHBIX U3JTy4YeHUH U
HABOJIOK BO3MOYKHBI M3-3a HAIWYUS AJIEKTPOMArHUTHBIX U3Iy4eHUH, B OCHOBHOM, MOHUTOpA U
cUCTeMHOro 0yioka KoMmmbioTepa. OCHOBHYIO ONAaCHOCTh MPEACTABIAIOT YIrpo3bl YTEUKHU H3-32a
HaJIMYUS 3JIEKTPOMArHUTHBIX U3JIyYeHUH MOHUTOPA.

16. ¥Yrpo3pl HecaHKIMOHMpOBaHHOro naoctyna B JokanbHeIXx WCIIJIH cBsizaHBl C
nercTBusIMU Hapymutenel, umeromux goctyn k MCIIJIn, Bxmrouas monw3zoBareneit UCIIH,
peanusyromux yrposel HenocpenactBeHHO B MCIIJIH, a Taxke HapymuTesneld, HE HUMEIOLIMX
noctyna k UCIIJIH, peaqu3yromumx yrpo3bsl U3 BHEIIHUX CETEH CBSI3U OOIIETO MOJh30BAHUS U
(unM) ceTeit MEXAYHAPOIHOTO HH(POPMALIMOHHOTO OOMEHa.

17. Yrpo3sl HecankuuonupoBanHoro noctyna B WCIIJIH, cBsi3aHHBIE C ACHCTBUSMHU
HapymuTenei, umeromux goctyn k UCIT/IH, BkiIroyaroT B ceost:

1) yrpo3sl, peanu3yemble B X0J€ 3arpy3Ku ONEpallMOHHONW CUCTEMbI U HAIlpaBJICHHbIE Ha
nepexBar mapoje Wwin HIeHTH(PUKATOpOB, MOIUGUKAIMIO 0a30BOM CHCTEMbI BBOJAA/BBIBOJIA
(BIOS), nepexBar ynpaBiaeHUs 3arpy3Koi;

2) yrpo3sl, peanuszyemble 1Mocie 3arpy3Ku ONepalioHHON CHCTEMBbl M HallpaBJeHHbIE Ha
BBIMIOJTHEHHE HECAHKIMOHWPOBAHHOIO JIOCTyNa C MPUMEHEHHEM CTaHAApPTHBIX (yHKIUN
(YHHUTOXEHHE, KOIMPOBaHHe, epemelieHe, (opMaTupoBaHUE HOCUTENEH HHPOPMALIUK U T.11.)
OTEpPAlMOHHON CHUCTEMBbl HJIM KaKON-TMOO NPUKIAAHONW MporpaMMbl (HampUMeEp, CUCTEMBbI
ynpaBieHusi 0a3aMH JJaHHbIX), C IPUMEHEHHEM CIIEHUAIBHO CO3/aHHBIX A BbinoiaHeHuss HCJJ
nporpaMMm (IporpaMM MpPOCMOTpa W MOAM(PUKAIMU PEECTpa, MOUCKAa TEKCTOB B TEKCTOBBIX
daiinax u 1.11.);

3) yrpo3bl BHEAPEHUS BPEIOHOCHBIX IIPOrpaMM.

18. Yrpo3sl HeCaHKIIMOHUPOBAHHOTO AocTyna B JokaidbHbIX MCIT/IH BKIIO4atoT B cedst:

1) yrpo3sl « AHanu3a ceTeBoro Tpaduka» ¢ epexBaToM epeaaBaeMon o JOKaJIbHOM ceTn



nHpopmanuu;
2) yrpo3bl BbISBIEHUS TapOJIEH;
3) yrpo3sl yJaJIeHHOI'O 3aIlyCKa IPUI0KEeHUH;
4) yrpo3sl BHEAPEHNUS 110 CETU BPEIOHOCHBIX IPOrpamMM.

Pazgea IV Yrpo3sl yreuku HH(pOpMaUH 110 TEXHUYECKUM KaHAJIaM

19. OCHOBHBIMH 3J€MEHTaMH ONMCAHHS YIpo3 YTEUKH MH(POPMALUU MO TEXHUYECKUM
KaHaJlaM SBJISIFOTCS: MCTOYHUK YIpo3bl, cpefa (MyThb) paclpoCTpaHEHHs HH()OPMAaTUBHOIO
CHUTHAJIa ¥ HOCUTEJNb 3alUIAaeMOi HH(pOpMaIUH.

20. McrouHukamMu yrpo3 yTe4kH HMH(OpPMAIMM 10 TEXHUYECKHM KaHajgaM SBIISIOTCS
¢usnueckue nuna, He umeromue gocryna k MCII[IH, a Taxke 3apyOexHbIe CIEeCITyXObl HITH
opraHu3anuu (B TOM YHCIE€ KOHKYPUPYIOIIHME WIM TEPPOPUCTHUYECKHE), KPUMHUHAJIbHbIE
TPYNIAPOBKH, OCYIIECTBISIIONINE TMepexBar (cbeM) HMHGOPMAIMM C  HCIOJIb30BaHUEM
TEXHUYECKUX CPEJICTB €€ PEruCTpaLuy, IprueMa min GororpadupoBaHusl.

21. IIpu o6paboTtke nepcoranbHbIX qaHHBIX B UCIT/{H 32 cyer peanu3ariy TeXHUIECKUX
KaHAJIOB YTEUYKM MH(POPMALUU BO3MOXXHO BO3HUKHOBEHME CIIEAYIOLIMX YIrpo3 0e30MacHOCTH
NEPCOHAIbHBIX JaHHBIX:

1) yrpo3sl yTe4uku aKycTUuecKoil (peueBoit) nuundopmanmu;

2) yrpo3sl yTEYKH BHIOBOW MH(DOpMAIny;

3) yrpo3 yreuku MHQOpMaILUH [0 KaHajlaM NOOOYHBIX 3JIEKTPOMArHUTHBIX U3JIyUYeHUH U
HAaBOJIOK.

22. BO3HMKHOBEHHE YIp03 YTEUKH aKyCTHUECKOH (peueBoit) MH(opMaIum, coxepraleincs
HEIMOCPEICTBEHHO B MPOU3HOCMMON peun mnonb3oBarenass MCII/{H, BO3MOXHO Npu HaIUYUK
(byHKUHMI T0JI0COBOro BBOJA NnepcoHanbHbIX JaHHbIX B CII/H nnu GyHKImii Bocnpous3BeneHus
NEPCOHAIBbHBIX JaHHBIX akycTudeckumu cpeacrsamu MCIT/IH.

23. IlepexBar akycTHuYeCKOW (peueBoil) MH(OpPMALUU BO3MOXKEH C HCIOJIb30BAHUEM
anmapaTypbl, pETUCTPUPYIONICH aKycTHUecKue (B BO3/yX€) U BHOpoakycThueckue (B YNpyrux
cpedax) BOJIHBL, a TaKXKe JJIEKTPOMAarHUTHbIE (B TOM YMCJIE ONTHUYECKHUE) H3IYyYeHHsS U
AJIEKTPUYECKUE CHUTHAIbl, MOJYJIMPOBAHHbIE HWH(POPMATHUBHBIM aKyCTUYECKHMM CHTHAJIOM,
BO3HHKAIOIIKE 33 CUET NMPeoOpa3oBaHUN B TEXHHMUECKUX CPeJICTBaX 0OpabOTKH MEepCOHANbHBIX
JTAaHHBIX, BCIOMOT'aTE€JIbHBIX TEXHUUECKUX CPEJICTBAX U CUCTEMAX U CTPOUTENbHBIX KOHCTPYKIIMSIX
Y MTH)KEHEPHO - TEXHUYECKNX KOMMYHHUKALMAX MO BO3JEHCTBUEM aKyCTUYECKUX BOJIH.

[lepexBar akyctuyeckoil (pedeBoil) MHPOpPMAIMM TaKXKe BO3MOXKEH C HCIOJIb30BAHUEM
CHELMaNTbHBIX JJIEKTPOHHBIX YCTPOWCTB CheMa pedeBOM HHGPOpPMAallMU, BHEJIPEHHBIX B
TEXHUUYECKHUE Cpe/icTBa OOpaOOTKH MEePCOHANBHBIX JaHHBIX, BCIIOMOTaTElIbHbIE TEXHUYECKUE
CPEICTBA M CUCTEMBI U TOMEILEHUS WIN MTOJKJIIOUEHHBIX K KaHalaM CBS3H.

24. B UCIIAH ¢yHKIMU TOJIOCOBOTO BBOJA MEPCOHANBHBIX JAHHBIX WM (PYHKIMU
BOCIIPOM3BEJEHUS IIEPCOHAIBHBIX JAHHBIX AKYCTHUYECKUMHU CPEACTBAMH  OTCYTCTBYIOT.
BeposiTHOCTh peanu3anyu yrpo3bl yTEUKH aKyCTHUECKOH (peueBoil) MHpopMaluu onpesesieHa
KaK MaJIOBEPOATHAs, BO3MOXHOCTb PEalM3ally YTPO3bl SABIIIETCS HU3KOM, TOKa3aTeNb ONTaCHOCTU
YTPO3bl - HEAKTyalIbHasl.

25. VYrpo3sl yTe€YKHM BHJIOBOH HMH(POPMALMU pealu3yroTcs 3a CYeT IpOoCMOTpa
NEPCOHAIBHBIX JAHHBIX C MOMOIIBI0 ONTHYECKUX (ONTHUKOAJIEKTPOHHBIX) CPEICTB C SKPAHOB
JIUCIIJIEEB U IPYTUX CPEJCTB OTOOPasKEHHsI CPEJICTB BEIYMUCIUTENbHON TEXHUKH, HH()OPMAIITTOHHO
-BBIUMCIUTENBHBIX KOMIIJIEKCOB, TEXHHUYECKUX CPEACTB 00paboOTKH rpaduyecKkod, BUIALO- U
OykBeHHO-1IIM(POoBON HHPOpMaLuH, BXoaamux B coctaB MCIT/IH.

[IpocMoTp (peructpariusi) NEPCOHAIBHBIX JTAHHBIX TaKK€ BO3MOXKEH C HCIIOJIb30BAaHUEM
CHELHATbHBIX AJIEKTPOHHBIX YCTPOHCTB ChEMa, BHEIPEHHBIX B CIY>KEOHBIX MOMEIIEHUSIX WU
CKPBITHO MCIIOIb3yEeMbIX (PU3NUECKUMHU JIUIAMH NIPH MOCEIIEHUH UMU CITYy>KEOHBIX TTOMEIICHHH.

Paboune mecra monb3oBateneit MCII/IH opranu3oBaHbl TakuM 00pa3oM, 4YTOOBI ObLI
UCKJTIIOYEH CIy4YallHbIA MPOCMOTP MH(POPMAIH C SKPAHOB aBTOMATH3MPOBAHHBIX PA0OUNX MECT.



26. BeposTHOCTH peayi3aliiy yrpo3bl YTEUKH BHIOBOM WH(OpMAIMK ompeneseHa Kak
HU3Kasi, BO3MOXKHOCTh pEAIM3aLUU YTPO3bI ABISAETCS CPEAHEN, MOKA3aTeNb OMACHOCTU YIPO3bI -
aKTyasbHasl.

27. DBO3HUKHOBEHHME Yrpo3bl yTE€YKH HHGOpMAIMM MO KaHalaM IOOOYHBIX
3JIEKTPOMArHUTHBIX H3JIyYEHUH M HABOJOK BO3MOXHO 3a CYET IepexBara TEXHUYECKUMU
cpeacTBaMu MOOOYHBIX (HE CBS3aHHBIX C MPSAMBIM (YHKIIMOHAJIBHBIM 3HAYEHHUEM JIIEMEHTOB
NUCII[lH) wHOPMATUBHBIX OSJIEKTPOMAarHUTHBIX TOJEH W DJIEKTPUUYCCKUX  CHUTHAJIOB,
BO3HHKAIOIIUX MTPH 00pabOTKe NePCOHANBHBIX JaHHBIX TeXHu4YeckuMu cpeactsamu MCIT/IH.

Bcee snementst UCII[IH HaxomsiTcsi BHYTpU KOHTPOJHMPYEMOW 30HBI HAa JOCTATOYHOM
paccTosHUU OT ee rpanull. MH(popMaTUBHBIN CUTHAN B KaHaJTaX MOOOYHBIX AJIEKTPOMArHUTHBIX
M3JIy4YeHU M HaBOJOK COBPEMEHHBIX CPEJICTB BBIUMCIUTEIBHOW TEXHUKH OYEHb HU30K, U OH
MacKHpPYETCsl MHOXKECTBOM JIPYT'MX H3JIy4€HHH OT aBTOMATHU3MPOBAaHHBIX pabOuMX MeECT, He
cocrosmux B HCII[H, a Takke OT HPOYUX DIEMEHTOB COBPEMEHHOW HWH(GOPMAIIMOHHON
UHPPACTPYKTYPHI.

28. BeposATHOCTbh peanu3aluy yrpo3bl yTeUKH HH(OpMaLMU MO KaHajlaM MOOOYHBIX
AJIEKTPOMAarHUTHBIX M3JIy4€HUH M HABOJAOK OIpE/AeieHa KaK MaJlOBEpOsITHas, BO3MOKHOCTh
peanu3alnuy yrpo3bl SBISETCS HU3KOH, II0Ka3aTellb OaCHOCTH YIPO3bl - HEAKTyallbHasl.

29. O6o6OmeHHass MHPOpPMALUS IO Yrpo3aM YTEUKH HH(POPMALUH MO TEXHUYECKUM
KaHaJlaM npezcTanieHa B [Ipunoxenun 2 k HacTosen Mozaenu yrpos.

Pazgen V  ¥Yrpo3sl HeCaHKUHOHHPOBAHHOIO J0CTYynma K HMHpoOpManuum B
HH(OPMALMOHHBIX CHCTEMAX MEePCOHAJBHBIX JaHHBIX aaMuHUcTpanuun Ka3zaHueBckoro
ceJibCOBETa

30. Yrpo3sl HecankimonupoBanHoro pocryna B UCII/IH ¢ mpuMeHeHreM mporpaMMHBIX
u IIPOrpaMMHO-aINapPATHBIX CpEICTB peansyrorcs npu OCYIIECTBICHUHU
HECAaHKI[MOHMPOBAHHOTO, B TOM YHCJIE CIy4allHOrO, JOCTyla, B pe3yJibTareé KOTOPOTo
OCYILIECTBJISIETCS HapylIeHUE KOH(PUIEHIUAIBHOCTH (KONHMPOBAHHUE, HECAHKIMOHMPOBAHHOE
pacrnpocTpaHeHHe), HEeIO0CTHOCTU (YHHUTOKEHUE, U3MEHEHHUE) U JOCTYIHOCTH (OJIOKHpOBaHUE)
NEPCOHAIBHBIX JJAHHBIX, U BKIIIOYAIOT B CE0s:

1) yrpo3sl goctyna (IPOHUKHOBEHMs) B OIEPALMOHHYIO Cpely KOMIbIOTepa C
MCIIOJIb30BaHUEM ILITaTHOTO MIPOrPaMMHOT0 oOecrieueHus (CpeACTB ONepalliOHHON CUCTEMBI TN
NPUKJIAJHBIX IPOTrPaMM OOILIETr0 MPUMEHEHUS);

2) yrpo3sl CO3JaHUSl HEIITaTHBIX PEKUMOB pPAOOTHI MPOrpaMMHBIX (IPOrpaMMHO-
amnmapaTHbIX) CpEICTB 3a CUET MPEeJAHAMEPEHHBIX M3MEHEHUH ClayXKeOHBbIX JaHHbIX,
UTHOPUPOBAHUS TPEAYCMOTPEHHBIX B IUTAaTHBIX YCIOBUSX OIPAaHMYEHUH Ha COCTaB U
XapaKTepUCTHKU 00padaTbiBaeMoil HHGOpMaIuu, UCKaKEeHUsT (MOAUDUKAIINKI) CaMUX TAHHBIX U
T.IL.;

3) yrpo3sl BHEIPEHHUS BPEAOHOCHBIX Iporpamm (IpOrpaMMHO-MaTEeMAaTHYECKOTO
BO3JICUCTBUS);

4) KOMOMHMPOBAHHBIE YIPO3bl, IPEICTABIAIONINE COO0I CoueTaHue yrpo3, YKa3aHHBIX B
MOAMYHKTaX 1 - 3 HACTOSIIIIETO IMyHKTA.

31. UcTounukamu yrpo3 HecaHKIMOHHpoBaHHOTO goctyna B UCIT/IH MoryT ObITh:

1) HapymuTenb;

2) HOCUTENb BPEIOHOCHOW PO PaMMBl;

3) ammapaTHas 3aKJIajaKa.

32. Ilo HanuuuIO MpaBa MOCTOSHHOTO WJIKM Pa3oBOr0 JIOCTyIAa B KOHTPOJIMPYEMYIO 30HY
NCITIn sHapymmTeny noapas3AessroTCs Ha ABa THUIA!

1) napymutenu, He umetromue goctyna k UCII/Ix, peanusyromue yrpo3sl U3 BHEIIHUX
ceTel CBsI3M OOIIIETo MOJIb30BaHUA U (MJTH) CETEH MEXIyHApOAHOTO HH(OPMAIITMOHHOTO OOMEHa,
- BHEIITHUE HAPYIINUTEIH;

2) napymurtenu, umeromue npocryn k WCIIJIH, Bxmoudas mnomnb3zoBatenedt WCIIH,



peanusyromue yrpo3sl HenocpeactBeHHo B MCII/IH, - BHyTpeHHHE HApYILIUTEIIH.

33. Hocurenem BpEJOHOCHOH MpOrpaMMbl MOXET OBITh alMapaTHBIA 3JIEMEHT
KOMIIbIOTEpA WJIM IIPOrpaMMHBIN KoHTelHep. Eciiu BpeloHOCHas nmporpaMma He acCOLMUPYETCs
C KaKoH-JIn0O MPUKIAIHON IPOrpaMMOM, TO B KAUECTBE €€ HOCUTEIIS pacCMaTpUBAIOTCS:

1) oT4y>XaaeMblii HOCUTENb, TO €CTh AucKeTa, onTrdeckuil auck (CD-R, CD-RW), ¢uam-
[IaMATh, OTYYKIAEMBbIN )KECTKUHI AUCK U T.IL.;

2) BCTPOEHHBIE HOCHUTENM MHPOpMALUU (KECTKHE IUCKH, MHKPOCXEMBbl ONEpaTHBHOMN
HaMsITH, POLIECCOP, MUKPOCXEMBI CUCTEMHOM TUIAaThl, MUKPOCXEMBI YCTPOMCTB, BCTPAMBAEMBIX B
CHUCTEMHBIH OJIOK: BHJ€OaJanTepa, CETeBOM IIaThl, 3BYKOBOM MJaThl, MoJeMa, yCTPOWCTB
BB0/1a/BbIBOJIa MATHUTHBIX KECTKUX M ONTHUYECKUX TUCKOB, OJIOKA MUTAHUS U T.II., MUKPOCXEMBI
IPSAMOTro JOCTYIA K HaMsATH, IIUH [Iepejauu JaHHbIX, IOPTOB BBOJIA/BBIBO/A);

3) MHUKpOCXeMbl BHEUIHMX YCTPOWCTB (MOHMTOpA, KJaBUATyphl, IPUHTEPA, MOJEMA,
CKaHepa u T.I1.).

34. Ecnu BpemoHOCHas MporpamMma acCOLMHUPYETCs C KaKOH-IIMOO TMpUKIaIHON
nporpaMMoii, ¢ (aiinaMu, MUMEIOIMMHU ONpEACICHHbIE PACIIMPEHUs WM HMHblE aTpUOyThI, C
COOOILEHUsIMH, TIEPEJAaBAEMBIMU 10 CETH, TO €€ HOCUTEIISIMU SIBJISIOTCS:

1) makeThl epesaBaeMbIX 0 KOMIIBIOTEPHOI CETH COOOILEHMIH;

2) ¢aiinsl (TEKCTOBBIC, rpadudecKue, UCTIOIHAEMBIE H T.JI. ).

35. Ilpnunnamu Bo3HUKHOBeHHUS ys3BuMmocteil UCII/IH sBistoTes:

1) ommOkM TpU TNPOEKTUPOBAHMHM U pa3pabOTKe MPOTrpaMMHOrO (TMPOrpaMMHO-
armapaTHOr0) 0OCCIICUCHUS;

2) mpeaHaMepeHHbIE JIEHCTBHUS MO BHECEHUIO YS3BHUMOCTEH B XOJ€ MPOCKTUPOBAHHS U
pa3paboTKU NPOrpaMMHOro (IPOrpaMMHO-ANIAPaTHOT0) 00eCeUeHHUS;

3) HenpaBUIIbHBIE HACTPOIKK IIPOrPaMMHOIO 0OECIeUeH I, HEIPaBOMEPHOE U3MEHEHUE
PEKUMOB pabOThI yCTPOUCTB U IIPOrpamm;

4) HECaHKIIMOHWPOBAHHOE BHEAPEHHE M WCIIONB30BAaHUE HEYYTEHHBIX MNPOTPaMM C
HOCJEIYIOIUM HEOOOCHOBAaHHBIM DPACXOJOBAaHUEM pPECypcoB (3arpys3ka IMpoLeccopa, 3axBar
OTIePaTUBHOM MaMSTH U MIAMSATH Ha BHEIIHUX HOCUTEIISX);

5) BHeJpeHUe BPEIOHOCHBIX IMPOrpamMM, CO3JAIOIIMX YS3BUMOCTH B IPOIPAaMMHOM HU
IPOrpaMMHO-aIapaTHOM O00ECIIeUEeHUN;

6) HECaHKIIMOHMPOBAHHBIE HEYMBIIUICHHbIE NEHCTBUS IMOJIb30BaTeNell, MPUBOJIAIINE K
BO3HHUKHOBEHUIO YSI3BHMOCTEH;

7) cbom B paboTe ammapaTHOTO U MPOrpaMMHOTO obecrieueHus (BbI3BaHHBIE COOSMU B
DIIEKTPONUTAHUH, BBIXOJOM H3 CTPOS allapaTHBIX JIIEMEHTOB B pe3yJIbTaTe CTApEeHUs W
CHIDKEHMSI HAJEKHOCTH, BHEITHUMH BO3JCHCTBUAMHU 3JIEKTPOMArHUTHBIX MOJEH TEXHMUYECKUX
YCTPOWCTB H JIp.).

36. Yrpossl pgoctyna (NPOHUKHOBEHHS) B ONEpAlMOHHYIO Cpely KOMIbIOTepa |
HECaHKIIMOHUPOBAHHOTO JOCTYMA K MIEPCOHALHBIM JIaHHBIM CBSI3aHBI C TOCTYTIOM:

1) x uHpopMaMK ¥ KOMaHJaM, XpaHAIMMcs B 6a30Boi cucteme BBoJa/BeiBosa (BIOS)
HCTI/[IH, ¢ BO3MOKHOCTBIO I€pexBaTa YIMpaBICHUs 3arpy3Kod OMNEpallMOHHON CHUCTEMBlI M
MOJIyYEHHEM IpaB IOBEPEHHOT'O MOJIb30BaTENs;

2) B OINEpalUOHHYIO cpeay, TO €cTb B cpely (GYHKIMOHUPOBAHMS JIOKAJIbHOU
OTNEpaLlMOHHOM CUCTeMBbI OTIeNbHOro TexHudeckoro cpenctsa MCIIJIH ¢ BO3MOKHOCTBIO
BBIITOJIHEHUSI  HECAHKIIMOHUPOBAHHOTO  JIOCTYNa TyTEM BBI30Ba IITAaTHBIX MPOTPaMM
OTEPALIMOHHOM CHCTEMBI HJIM 3allycKa CHEelMalIbHO pa3pabOTaHHBIX MPOTPaMM, PeaTU3yHOIIUX
TaKkue NCHUCTBUS,

3) B cpeay (YHKIMOHMPOBAaHUS NPHUKIAIHBIX IMPOrpamMM (Hampumep, K JIOKaIbHOM
cUcTeMe ympaBiieHHs 0a3aMu JaHHBIX);

4) HenmocpeaCTBEHHO K WMH(poOpMalMu Moiyib3oBaTens (K ¢ailnam, TEKCTOBOM, ayauo- U
rpadgudeckoit nHGOPMAIINH, TTOJISIM U 3alMCIM B SJIEKTPOHHBIX 0a3ax JaHHBIX) U 00YCIOBIICHBI
BO3MOXKHOCTBIO HAPYLIEHUs €€ KOH(PUAESHIMATBHOCTH, IEJIOCTHOCTU M JOCTYITHOCTH.

37. B cinyuae ecniu WUCII/[IH peanu3oBaHa Ha 0a3e JOKaJIbHON MM pacHpelelIeHHON



WH()OPMAIIMOHHOW CHUCTEMBI, TO B HEW MOTYT OBITh pEaJM30BaHBI yIPO3bl 0E30MaCHOCTH
uH(pOpMAIIUK TTYyTEM HCIONIB30BaHMs MPOTOKOJIIOB MEKCETEBOTO B3amMojeicTBus. [Ipu 3TOM
MOKET O0eCneunBaThbCsi HECAHKIMOHUPOBAHHBI [OCTYH K TIE€PCOHAJIbHBIM JAHHBIM WIIU
peaM30BBIBATHCS Yrpo3a OTKaza B oOciyxuBaHuu. OcoOeHHO omnacHbl yrpo3sl, kormaa UCITIx
npencTaBisier co0oil pacnpeeneHHyl0 UHGOPMAMOHHYIO CHUCTEMY, MOAKIIOYEHHYIO K CETSIM
00I1ero NOJIH30BaHUS U (MIIN) CETSM MEXITyHAPOJHOTO HHPOPMAITMOHHOTO OOMEHA.

38. IIporpaMMHO-MaTEMaTH4YE€CKOE BO3JCHUCTBUE - 3TO BO3JCUCTBHE C TTOMOIIBIO
BPEJOHOCHBIX MPOTPaMM.

[IporpaMMoii ¢ MOTEHIMAIBHO ONACHBIMH TOCJIEACTBUSMU WJIM  BPEIOHOCHOU
MPOrpaMMOI  HA3bIBAIOT HEKOTOPYH) CaMOCTOSITENbHYIO MporpamMmy (HaOOp HHCTPYKIIHIA),
KOTOpasi ciocoOHa BBIMOJIHATH JIF000€ HEMyCTOE MOJMHOXKECTBO CAeAYIONINX (QYHKINI:

- CKpBIBaTh MPU3HAKHU CBOETO MPUCYTCTBUS B IPOrPAMMHOMN Cpe/ie KOMIIBIOTEPA;

- o0najgaTh CHOCOOHOCTBIO K CamMoayOIMpOBAaHUIO, ACCOLUUPOBAHUIO CeOS C JIPYTUMHU
porpaMMaMu U (UJTH ) IEPEHOCY CBOMX ()parMEHTOB B HHBIE 00JIACTH OTIEPATHBHOM MIIM BHEIITHEH
naMsTH;

- pa3pymarh (MCKaKaTh MPOU3BOJIBHBIM 00pa30M) KO MPOTPaMM B ONIEPATUBHON MaMSTH;

- BBINIOJIHATH 0€3 WHUIUUPOBAHUS CO CTOPOHBI IMOJIb30BaTeNs (MOJIH30BATENBLCKON
pOrpaMMbl B IITATHOM PEXKHME €€ BBITIOJHEHUS) JICCTPYKTUBHBIC (YHKIUU (KOMUPOBAHUE,
YHUYTOXKEHUE, OTOKUPOBAHUE U T.I1.);

- COXpaHATh PparMeHThl NHPOPMAIIUU U3 ONEPATUBHON MAMITH B HEKOTOPBIX O0JIACTIX
BHEIIHEH MaMATH IPSIMOT0 AOCTyMa (JIOKaJbHBIX WU y/IaTeHHBIX);

- ICKa)XaTh MPOU3BOJLHBIM 00pa3oM, OJOKUPOBATH U (WJIM) MOJMEHSTh BBIBOAMMBINA BO
BHEIIHIOIO MaMATh WM B KaHANl CBS3M MacCUB MH(OpMaluu, oOpa3oBaBIIUNCA B pe3ylbTaTe
paboThI MPUKIIAIHBIX TPOTPAMM, HITH Y)KE HAXOSIINECS BO BHEITHEH MaMSITH MaCCUBBI JJAHHBIX.

39. OO6o6menHas wuHpOpMAlMs MO Yrpo3aM HECAaHKIIMOHUPOBAHHOIO JOCTyNa K
uH(popManuu B HTHPOPMAIIMOHHON CHCTEME MTePCOHATBHBIXIAHHBIX MpeicTaBicHa B [Ipuioxxennn
3 k HacTodweld Moaenu yrpos.



[Tpunoxenue 1

K Mojenu yrpo3 0e3omacHocTi
NEepPCOHAIBHBIX JIaHHBIX TPH UX
00paboTke B MHPOPMAITMOHHBIX
cCHCTeMax NepCOHATIbHBIX JTaHHBIX

AAMUHUCTpAIUN KazaniieBckoro ceiabcoBeTa

TIOKA3ATEJIN UCXOHOM 3AIIUIIEHHOCTU MTHO®OPMAIIMOHHBIX CUCTEM
I[TEPCOHAJIBHBIX TAHHBIX AAMUHUCTPALIMN KA3AHIIEBCKOI'O CEJIbLCOBETA

TexHuUeCcKue U SKCITYaTallMOHHbIE XapaKTEPUCTUKHU YpoBeHb 3aMIIEHHOCTH
1. Ilo TeppuTopraIbHOMY pa3MELICHUIO Cpennuii
2. Tlo HaMYUIO COENUHEHUS C CeTAMUA OOIIEero Cpennumii
M0JIb30BaHUS
3. ITo BCTpoeHHBIM (JIeTaIbHBIM) OTIEPALIHSM C 3aITUCSIMHU Cpennuit
0a3 MepCOHABHBIX JAHHBIX
4. Ilo pasrpaHM4eHHIO0 JOCTyNa K NEPCOHAIbHBIM Cpennuii
JTAHHBIM
5. Ilo Hamuyuio coemUHEHHWH C JApyruMu Oazamu Bricokuit
MEPCOHANBHBIX ~ JAHHBIX HMHBIX WH(POPMAIMOHHBIX
CUCTEM NIEPCOHANIbHBIX JIaHHBIX
6. TIlo ypoBHIO 0000meHUs  (0OE3TUUMBAHUS) Cpennuit
MIEPCOHAJIbHBIX TAHHBIX
7. Tlo o0beMy nEepCOHANBHBIX JIAaHHBIX, KOTOpHIE Bricokuii
MIPEAO0CTABIISIOTCS CTOPOHHUM MOJIH30BATEIISIM
MH(OPMALIMOHHBIX CUCTEM MEPCOHAIBHBIX NaHHBIX 0€3
MIpeABaAPUTEIIbHON 00pabOTKH




[Tpunoxxenue 2

K Mojenu yrpo3 0e3omacHocTi
NEepPCOHAIBHBIX JIaHHBIX TPH UX

00paboTke B MHPOPMAITMOHHBIX

cCHCTeMax NepCOHATIbHBIX JTaHHBIX
anMuHUCTpanuu KasaHeBckoro cenbcoBeTa

OBOBIIEHUE NHO®OPMALINU I10 YI'PO3AM YTEYUKU UTHOOPMAILINU 110

TEXHUYECKHUM KAHAJIAM
HaunmenoBanue BeposTHOCTB Bo3MmoxkHOCTh | OmacHOCTh | AKTyanbHOCTb Mepsl 1o
yTPO3bI peanu3anuu peanu3anuu yIrpo3sl yIrpo3sl MPOTUBOAECHCTBHUIO
YTPO3bI YIpo3bl yrpose

Yrpo3sl yTeukr nH(pOopManny 1o TEXHUIECKHM KaHajlaM

Yrpo3ssl yreuku | ManosepositHas | Huskas Cpennss Heaxtyansnas | He Tpebyetcs

AKyCTHYECKOH

nH(OPMAIHH

Yrpo3sl yreuku | Huszkas Cpennsist Cpennsist AKTyanbHast Iopsinok

BHJOBOI1 oOparmeHus co

nHpOpMAUH cITy keOHOM
uHpOpManueit
OTPaHUYEHHOTO
JIOCTyTIa

Yrpo3ssl yreuku | ManosepositHas | Huskas Cpennss Heaxtyansnas | He Tpebyetcs

nHpopmanuu o

KaHallaM MOOOYHBIX

3MEeKTPOMAarHUTHBIX

U3JIy4YEeHUI u

HaBOJOK




[Tpunoxxenue 3

K Mojenu yrpo3 0e3omacHocTi
HEPCOHABHBIX JTAHHBIX IIPH X
00paboTke B MHPOPMALIMOHHBIX
CHCTEMaXx MePCOHATBHBIX JaHHBIX
agMuHHECTpanny Ka3zaHIeBCKOro cenbcoBeTa

OBOBIIEHNE NHOOPMAILINHN T10 YTPO3AM HECAHKIMIOHNPOBAHHOI'O
JOCTVIIA K UHOOPMAILIMU B THOOPMALIMOHHOU CUCTEME ITEPCOHAJIBHBIX

JIAHHBIX
HaunmenoBanue BeposTHOCTB Bo3moxkHOCTh | OmacHocTh | AKTyanbHOCTb Mepsl 1o
yTPO3bI peanu3anuu peanu3anuu yIrpo3sl yYTPO3bI IPOTUBOAECUCTBHUIO
YIpo3bl YTPO3bI yrpose
Yrpo3sl HECAaHKIIMOHUPOBAHHOTO OCTYIIA K MH(popManuy B ”HPOPMALMOHHOH CHCTEME
Yrpo3sl, Huszkas Cpennss Cpennss AKTyanbpHas IIpumenenuii
peanmuzyeMble B XOJe cepTH(UINPOBAHHBIX
3arpy3Ku CpeACTB 3aIIATHI
OTIepaIiMOHHON nHpopMannuu oT
CHCTEMBI HECaHKIIHOHNPOBAHHOTO
JIOCTyTa
Yrpossl, Huzkas Cpenunsist Cpenunsist AKTyanbHas [Ipumenenuit
peanuzyeMble  HOCIE cepTU(ULNPOBAHHBIX
3arpy3Kku CPEICTB 3aITUTH
OTepanvoOHHOM uHbopmMauu oT
CHUCTEMBI HECaHKLIHOHUPOBAaHHOTO
JOCTyIla,  MHCTPYKLHUA
HOJIBb30BATENS
WHPOPMATNOHHON
CHCTEMBI IEPCOHATBHBIX
JIAHHBIX
VYrpo3sl  BHenpenus | Huszkas Cpeansist Cpennsist AKTyanbHas [Ipumenenuii
BPEOHOCHBIX cepTU(UINPOBAHHBIX
IporpamMmm CpeACTB 3aIINATHI
wHpOpMAIIN oT
HECaHKIIMOHUPOBAaHHOTO
JoCTyTa,
AQHTHBHUPYCHOT'O
MPOTPaAMMHOTO
obecrieueHus
Yrpo3sl «anamu3a | ManoBepositHas | CpenHss Cpenmnsist Heakryanbnas | He tpeOyercs
ceTeBoro Tpaduka»
VYrpo3sl  BosiBieHus | Huszkas Cpeausist Cpennsist AKTyanbHas [Ipumenenue
napoien cepTH(HUINPOBAHHBIX
CpeACTB 3aIINATHI
wHpOpMAIIN oT
HECaHKIIMOHWPOBAHHOTO
JOCTyNla,  MHCTPYKLHUS
MOJIb30BATEIS
UHPOPMAITMOHHON
CHCTEMBI IEpPCOHANBHBIX
JTAaHHBIX
VYrpo3sl ypanenHoro | Huszkas Cpennss Cpennsis AKTyanbpHas [Ipumenenue
3aIrycKa MpUII0KEeHNH CepTUPHUINPOBAHHBIX
CpeACTB 3aITUTHI
nHpopMannuu oT
HECaHKIIMOHUPOBAHHOIO
JOCTyNla,  MHCTPYKLHUS




T10JIb30BaTEIs
nH(pOpPMaMOHHOK
CHCTEMBI IEPCOHATBHBIX
JNaHHBIX,  WHCTPYKLUS
aJIMHHUCTPATOpPa
MH(OPMALMOHHOH
CHCTEMBI IIEPCOHAIBHBIX
JaHHBIX

Yrpo3sl  BHEIPEHUS
10 CETH BPEIOHOCHBIX
porpamMmm

Huzkas

Cpennsis

Cpennsis

AKTyanbHas

[Ipumenenue
CepTUPHUIIPOBAHHBIX
CpenCTB 3aIINATHI
“HpOpMAN oT

HECaHKLIOHUPOBAHHOT'O
JOCTyNa, HWHCTPYKLUS
MOJIE30BATEIS
MH(OPMALMOHHOH
CHCTEMBI IEPCOHAIBHBIX
JIAHHBIX




